NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIMXCS 1J151 PASMEIIEHMS
HA O®PUIAAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIAbIM TIOA0OM MOJIOACKHN B HHTCPHCTC CTAHOBHUTLCA 6OJ'II>IH€, a
MKOJbHUKM OJHH K3 CaMbIX AKTHBHBIX MOJIb30BaTENeH PYHGTa. MC)KIIy TCM,
IIOMHMO OI'POMHOI'0 KOJIHUYCCTBA BOSMO)I(HOCTeﬁ, HHTCPHCT HCCCT U HpO6J’I€MBI.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOAUTHCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMnbioTepHblii BUPYC - 3TO Pa3HOBUIAHOCTH KOMIBIOTEPHBIX MPOTpamM,
OTIIMYUTEIBHONU OCOOEHHOCTBhIO KOTOPOU SIBISIETCS CLIOCOOHOCTh K Pa3MHOXKEHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WJIM MOJHOCTHIO YHUUYTOKUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3aIlyllleHa 3apakeHHas MpOrpaMmMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OIEPaIIOHHYIO CUCTEMY CO BceMH (ailzamu B 1eIoM. B OOJIBIIMHCTBE CiydaeB
PacpOCTPaHsAIOTCS BUPYCHI Uepe3 UHTEPHET.

MGTOI[BI 3aIl0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. Mcnonb3yil COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocrossHHO ycraHaBiauBail mnayTu (LUGpPOBbIE 3aIUIaTKU, KOTOpPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHHSI CBOEH omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. Pabotail Ha cBOoeM KOMIBIOTEpPE MOJ NpaBaMU IMOJb30BaTENd, a HE
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Wcnonp3y#h aHTHUBHPYCHBIE MPOTPAMMHBIE TIPOJIYKTHI  M3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHUEM 0as3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIT;

6. Ucnonb3yil BHELIHME HOCUTENM MH(POpMALMU, TaKhe Kak (Quielika, JTHUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oOTKpbIBaili KOMIIbIOTEpHbIEC (aiiibl, MOJIYyYEHHbIE W3 HEHAJEKHBIX
UCTOYHUKOB. Jlake Te (pailyibl, KOTOpHIE MpUCTa TBOM 3HAKOMBIH. Jlydiie yrouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.



Cerun WI-FI

Wi-Fi - 310 He BuJ nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OPEH]I,
mapka. Eme B 1991 roay Huaepianjckas KOMMIaHHUS 3aperucTpupoBaia OpeH]l
"WECA", uto o6o3Havyasio cioBocouetanue "Wireless Fidelity", xoTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joluia apyras abOpeBuaTypa, KOTopas SBJISETCS TaKOU
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO IaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3BykoBoW TexHuku Hi-Fi, uro B mnepeBoje
03HayaeT '"BBICOKAsi TOUHOCTH'.

Jla, GecrmaTHBIM WHTEPHET-AOCTYN B Kade, OTENIX M adpornopTax SBISCTCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTrMe 3KCmepThl CUHUTAIOT,
yto obmenocrynubie Wi-Fi cetu He aBisitoTCSt 6€30TIaCHBIMH.

CoBeTsbl 110 06€30MaCHOCTH Pa0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaaii cBoro JimuHyr0 HHpOpMaImio depe3 oomenoctymabie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapOJIv JOCTYIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonb3yit © OOHOBIISANM aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. Tem
CaMbIM ThI 00€30TacHIIlb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun Gynkiuto "O06mmii noctym K daiinam
u npuHTepam". JlaHHas (yHKLIMS 3aKpbITa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJIH30BaTENIM AKTUBUPYIOT €€ JJIsl YI00CTBA UCIOJb30BaHus B paboTe uiu yueoe;

4. He wucnonp3yit nyomwuaesidi WI-FI mis mepenaum JUYHBIX TaHHBIX,
HAIpUMEDP IS BBIXOJA B COLMAIBHBIE CETH WJIU B JIEKTPOHHYIO MOYTY;

5. WUcnonp3yit Toabko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun QyHkiuio "lloaxmouernne k Wi-Fi
apToMarnuecku". He nomyckail aBTOMAaTHMYE€CKOTO MOJKIFOYEHUS YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cornacus.

CounuajbHble CeTH

ConuanbHbIe CETH aKTUBHO BXOJIAT B HAIIy KU3Hb, MHOTHE JIIOJIU PabOTAIOT U
JKUBYT TaM MOCTOsSIHHO, a B Facebook yke 3apeructpupoBaH MHLIAAp]] YEIOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIEH IUIaHeThl. MHOTHE IOJIb30BATESIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMHU B COIIMAIBHBIX CETSAX, MOXKET
OBITh HalJileHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeIbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COILIMAIBHBIX CETAX:



1. Orpannub cnucok py3eil. Y 1e0s B Jpy3bax HE TOJDKHO OBITh CITy4aiHbBIX
Y HE3HAKOMBIX JIIOJICH;

2. 3amuiiaii CBOXO YacTHYIO ®Ku3Hb. He yka3wiBail mapomu, TenedoHsl, aapeca,
ATy TBOETO POXACHUS W APYTYIO JUYHYIO HHPOPMANHUIO. 3JI0yMBINIICHHUKA
MOTYT HCIIOJI30BaTh Jake WHGOPMAIHMI0 O TOM, KaK Thl W TBOW POJUTEITH
IJIaHUPYETE IPOBECTH KAaHUKYIIbL;

3. 3amuiiail CBOIO penmyTanuio - IepKU €€ B YNCTOTE U 3a/1aBail cebe BOIpoC:
xoTenl OBl Thl, YTOOBI APYTHE IIONH30BATEIN BHJIEIH, YTO ThI 3arpyKaeib?
[Togymaii, mpeie 4UeMm 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILB C JIOAbMHU, KOTOPBIX HE 3HAEClIb, HE UCIOJIb3YH CBOE
peanbHOE UM U IPYTryI0 JUYHYI0 MH(OPMAIMU: UMs, MECTO >KUTEIIbCTBA, MECTO
y4eObl U poYee;

5. U30Gerait pasmemienust Gororpaduii B UnTepHeTe, riae Thl M300paXkeH Ha
MECTHOCTH, IT0 KOTOPO¥ MOKHO OTIPECITUTHh TBOE MECTOTIOIOKCHHE;

6. HpI/I perucrpaivu B COHHaJIBHOﬁ CCTHu HCO6XOIII/IMO HCIIOJIB30BaTh
CJIOXHBIC ITapOJikd, COCTOAIINC U3 6}7KB 151 ]_II/I(I)p N C KOJIMYCCTBOM 3HAKOB HC MCHCC

8;

7. Jns  comuanbHOW ceTH, TMOYTHl U JIPYTUX CaWTOB HEO0OXO0JUMO
WCII0JIb30BaTh pa3Hble maposu. Toraa eciu TeOsi B3JIOMAIOT, TO 37T0YMBIIIICHHUKU
IOJIy4aT AOCTYM TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YAOOHBIM CHOCOO TIUIATEXEH, OTHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOMYYUTh 3TU JCHBTH.

QHGKTPOHHI)IG JACHBI' IIOABHJIMCH COBCCEM HCJAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CUX IMOP HC ITPOIIHUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHn QyHKIIMOHUPYIOT M O HUX YKe ITPOIMCAaHO B 3aKOHE, IIe UX
pa3aeNaioT Ha HECKOIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3HuIa B ToM,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3perniacTcs MPOBOAUTH OIeparuu 0e3
UCHTU(UKAIINK TT0JIb30BaTEIsI, @ B HCAHOHUMHBIX UIACHTHU(GUKAIIUS TI0JIb30BaATEIIS
SBJIIETCS 00S3aTEILHOM.

Taxke cremyer pa3nuuaTh d3JEKTPOHHBIE (UATHBIE JACHBIU  (paBHBI
rOCYJAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TIO 0€30IMacHO PabOTe C IMEKTPOHHBIMU JIEHBAMU:

1. TlpuBspku K cueTy MOOMIBHBIN TesleOoH. DTO caMblil yIOOHBIA M OBICTPHIA
croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsizaHHBIN TeneoH MOMOXKET, eCiu



3a0yJenb CBOM IUTaTeXHBIA TMAapoib WM 3alJellb Ha CalT C HE3HAaKOMOTO
YCTPOWCTBA;

2. Hcnone3yil onmHOpa3oBble Tmaponu. llocne mepexona Ha yCHUIICHHYIO
aBTOpHU3allMi0 TeOe y)ke He OyIeT yrpokaTh ONMacHOCTh KpaXXH WJIM TepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiOepu cnoxsblii maponb. [IpecTtymHukam OymeT He HPOCTO Yrajaathb
CJIOXHBIN naposb. HagexxHsle maposiu - 3To mapoiu, KOTOPbIE COEPkKAT HE MEHEE
8 3HAaKOB M BKJIIOYAIOT B ceOs CTPOYHBIE U TMPOIMUCHBIE OYKBBI, HUMPHI H
HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HAaK JoJuiapa, GyHTa, BOCKIUIATENbHBIN 3HaK U
T.11. Harmpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.
JJIEKTPOHHAA M0YTA

SHGKTPOHHEUI IIo4uTa - 9TO TCXHOJIOTHA H IIPCAOCTABIIACMBIC CIO YCIYI'H IIO
IICPCCBIIKC M ITOJYYCHHIO 3JICKTPOHHBIX COO6HI€HI/II‘/JI, KOTOPLBIC paCpCaAcIA0OTCA B
KOMHBIOTepHOI;'I cetn. OOBIUHO SHGKTpOHHLIﬁ MMOYTOBBIHN AWK  BBITJTIAOAUT
CICayromnmM 06pa30M: I/IMSI_HOJIBSOBaTeJISI@I/IMSI_IIOMeHa. Taxxe KpOMC IICpcaadun
IIPOCTOI0 TCKCTA, UMCCTCA BO3MOKHOCTD IICPCAABATDH (baﬁﬂbl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM NOYTOBBIM cepBuUC. B uHTEpHETE e€cTh
OTPOMHBIN BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE€ TIOBEPAThH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTHHTE;

2. He yka3piBaii B TMYHOU MoYTe JIMYHYIO MH(popmaiuio. Hapumep, mydine
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Hcnonp3yli ABYX3TalmHYH aBTOPU3alMI0. DTO KOrga MOMHUMO NapoJjs
HY>KHO BBOJUTB KOJI, TPUChUIAEMBbIN IO SMS;

4. BeiObepu CIOKHBIM Mapoib. J{JIs KakI0ro MOYTOBOTO SITUKA JTOKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY ITapOJIb;

5. Ecimu ectb BO3MOXXHOCTH HAmMCaTh CaMOMYy CBOW JIMYHBIM BOIIPOC,
UCIIOJIB3YH 3Ty BO3MOKHOCTb;

6. Hcrnonp3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. IlepBbIil [y YacTHOM
MEePEeNUCKU C ajpecaTamMu, KOTOPBIM Thl JIOBEpsEIIb. ITO JICKTPOHHBIA aapec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINH Ha OopyMaxX U CalTax;

7. He oTkpbiBail Qailnbl U Apyrue BIOXKEHHS B MUCbMax, JaXe €CIU OHU
OPUIUIM OT TBOUX Jpy3ell. Jlydine yTouHu y HUX, OTIPaBISUIM JU OHU TeOe ITH
(bhaisl;



8. Ilocne oxoHyaHusi pabOTHl HAa TIOYTOBOM CEPBUCE TEPEN 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeidTh".

KnOepOyajimHr uim BUPTYaJbHOE U3/1€BATEJIHLCTBO

Kub6epOymmar - npeciieIoBaHue COOOIIIECHHUSAMU, coAep KaluMHU
OCKOpPOJICHMS, arpeccuio, 3aIlyruBaHuUE; XYJIUTAHCTBO; COLMAJILHOE
OOMKOTHUPOBAHKE C IOMOIILIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIITMHTOM:

1. He Gpocaiicst B 60#. Jlyummii crmoco6: mocoBeTOBAaTHCA Kak ce0sl BECTH H,
€ClIi HEeT TOro, K KOMY MOXKHO OOpaTHThCs, TO BHaJalleé YCIOKOUTHCA. Eciu ThI
HAYHElIb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUS, TO TOJIBKO elle OoJibie
Pa3oXKeIb KOH(IIHUKT;

2. Yupapisi cBoell kubeppemnmyTauuei;

3. AHOHMMHOCTh B ceTu MHUMAas. CylIecTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOMT 32 aHOHHMHBIM aKKayHTOM;

4. He crout BecTH XynuraHCKui oOpa3 BHUpPTyaJIbHOW >Xu3HHU. WHTEpHET
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobnrofail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupy#t emnuHWYHBIM HeratuB. OIHOpa30BBIE OCKOPOHWTEIHHBIC
cooOIeHusl Jydine WrHopupoBaTb. OOBIMHO arpeccus NpeKpamiaeTcs Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIEHUH C
OMpEICIICHHBIX aJPECOB;

8. Ecnu Th1 cBuaerens kubepOyiuHra. TBou AeMCTBUS: BBICTYNUTh MPOTUB
IpeciieIoBaTeNs, MOKa3aTb €My, YTO €ro JACMCTBUS OLICHUBAIOTCS HETaTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HYy)KHA IICHXOJIOTUYECKass IMOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoouabHbIi TesaedoH

CoBpemeHnHbIe cMapT(HOHBI U TUIAHIIETHI COJIepKaT B ce0e BIIOJIHE B3POCIIbII
GbyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmbioTepamMu. OIHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTupoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJUT HE Tak
WHTEHCHUBHO, Kak jis [1K, To ke camoe kacaeTcss 1 MOOUJIbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yKe MPAKTUUECKH IOTHAIA HACTOJIbHBIS



aHAJIOTH, OJHAKO pacimmupeHne (yHKIMOHAIA BIIEYET 3a CO0O0M OOJBIIYIO
CJIO’)KHOCTh ¥l MEHBIIIYIO 3aIIUIICHHOCTb.

Jlaneko He Bce MPOM3BOIUTENM BBIMYCKAIOT OOHOBIICHHMSI, 3aKpbIBAOIINE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOUCTB.

OCHOBHBIC COBETBI JJI 0e3011acCHOCTH MOOMJIBHOTO TeJIC(bOHaI

Hudero He sBisieTcss mo-HacToseMy OecrulaTHeIM. Byabs ocTopokeH, Bedb
Korja tebe mpenararoT OecraaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KakHe-
TO IUIATHBIE YCIIYTH;

Hywmaii, npexae yem otnpaBuTh SMS, ¢hoTo wiu Buaeo. Thl TOUHO 3HAEIIb,
r7ie OHU OyJyT B KOHEUHOM UTOTrE?

Heo6xo1umo 0OHOBISTH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTsI MOOMJIBHBIX TEIC(POHOB;

He 3arpyxkaii mpuiaoXeHHs OT HEHW3BECTHOTO HMCTOYHHKA, BEAh OHU MOTYT
COZIEpKAaTh BPEIOHOCHOE MPOrPaMMHOE 00ECIICUCHHUE;

[Tocrme Toro Kak ThI BBIMJCIIH C CaifTa, TJE BBOIWI JIMUYHYIO HH(DOpMaIHIo,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

[Tepuoanuecku MPOBEpsi, KaKUE IUIATHBIC YCIYTHM aKTHBHPOBAHBI Ha TBOEM
HOMeEpE;

JaBaii cBOil HOMep MOOWIBHOrO TejedoHa TONBKO JIHOJIAM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nomxeH ObITh BBIKJIIOYEH, KOT/Aa Thl UM He Moib3yelibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsbi

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KPAaCOYHBIE, 3aXBaTbIBAIOIIUE
pa3BiieueHus, OOBEAUHSIONINE COTHHU THICSY YEJOBEK MO Bcemy mupy. Mrpoku
WCCJIENYIOT JaHHBIH UM MHpP, OOIIAOTCS JAPYT C JPYTOM, BBIMOJHSIOT 3a7aHUS,
CpakaloTCsl ¢ MOHCTPAMHM M ITOJYYarOT OIBIT. 3a YJAOBOJIbCTBUE OHM IUIATT:
MOKYTIAIOT AUCK, OTJIAYMBAIOT AOOHEMEHT WJIU MPUOOPETAIOT KaKHUe-TO OMITUH.

Bce aTu cpeacTea uayT Ha noAAep:KaHUE U Pa3BUTHUE WUIPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3aMIaTKU TSl POTPaMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nmomo6HBIX Hrpax CTOUT omacaThCs HE CTOJIBKO CBOMX COTICPHUKOB, CKOJBKO
Kpa)KH TBOETO IapoJIsi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA
Urp.



OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOEI'O HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeleT ceOsl III0XO WM CO3/1aeT TeOe HEMPUSITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. HO}KaHYﬁCH AJIMUHUCTPATOPAM HUI'PbI HAa INIOXOC IOBCACHUC 3TOI'O UI'POKA,
JKCJIATCIIBbHO IMPHUIIOKUTb KaKUC-TO J0OKA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yka3piBail tuuHy0 HH(OOpPMAIIHUIO B podaiisie Urphl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBI,

6. Mcnosnib3yii CII0KHBIE U pa3HbIE MTapOJIH;

7. I[a>1<e BO BPEM:A UI'PBI HC CTOUT OTKIIOYAaTh aHTHBHUPYC. IIoka TbI HUIpacilb,
TBOU KOMIIBIOTCP MOI'YT 3apa3uTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHOI KpaXkell IeHEeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yIUBUIIb, HO
C PpAa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA IEPEMECTHUINCH B
WUHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " MIOOMMBIM" JIETIOM.

Tax mnosBuIach HOBas yrpo3a: HMHTEPHET-MOIIEHHUYECTBA WJIM (DUIIMHT,
rJlaBHas LEeJdb KOTOPOrO COCTOMT B TMOJYYEHUH KOH(PUACHIHMAIbHBIX JaHHBIX
M0JIb30BaTENEN - JOruHOB U maposeil. Ha anrnuiickom sa3eike phishing unrtaercs
kak ummHr (0T fishing - peiOHas j0Bs, password - maposnb).

OcHOBHBIE COBETHI TI0 00PHOE € (GUITUHTOM:

1. Cnequ 3a cBOMM akkayHTOM. Ecim ThI mMoji03peBaciib, YTO TBOS aHKETa
Obl1a  B3JIOMaHa, TO HEOOXOJAWMMO  3a0JOKUpOBaTh €€ W COOOIIUTH
aIMIHHUCTpPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Ucnonw3yii O6e3omacHble BeO-CalThl, B TOM YHUCJIE, HHTEPHET-MarasuHoB U
ITOMCKOBEIX CHCTEM;

3. Ucnonb3yil clioHbIE W pa3Hble Tapojid. TakuM o00pa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJHKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu T1eOs B3nOMald, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE JI00aBICHBI y T€OS B JIPY3bsAX, O TOM, UYTO T€OS B3JIOMAIU H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs CIIaM M CChUIKHA Ha (PUIITMHTOBHIE
CalThI;

5. YcranoBu HaaexHbii napoias (PIN) Ha MOOMIIBbHBIN Tene(OH;



6. OTKIII0OUM cCOXpaHeHne mapoJsi B Opaysepe;

7. He oTkpeiBail ¢aiinpl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIH OHU
NPUILUIA OT TBOMX Apy3el. Jlydille yTOUHHM y HUX, OTIPABISIIM JIM OHH TeOE ITH
Gaitbl.

Mudposas penyranus

[udposas penyraius - 3T0 HEraTUBHAS WK MO3UTUBHAS HH(OpMAIUs B CETU
o tebe. Kommpomerupyromas nHpopMaius, pa3MellleHHas B UHTEPHETE, MOXKET
CEpbEe3HBIM 00pa30oM OTpa3UThC Ha TBOeH peanbHOM xu3HU. "Lludposas
pernytarus" - 3T0 TBOW UMUK, KOTOPBIH GopMupyeTcs u3 uHPopMaluu o Tede B
UHTEpHETE.

TBoe MmecTo KHUTCJIBCTBA, y‘-Ie6I>I, TBOC (bHHaHCOBOG ITIOJIOXKCHHC, 0COOECHHOCTH
XapaKTepa U paCcCKa3kbl O OJM3KHUX - BCE 9TO HAKAIJIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICJIEHHO OTHOCSTCA K MyOJMKAllUM JIMYHOU
uHdopmaruu B MHTEepHETE, HE MOHUMAas BO3MOXHBIX MOcCiaenAcTBUil. Thl naxe He
CMOJXKEIIIb JIOTaaThCsl 0 TOM, 4To (poTorpadus, pa3MellleHHas 5 JIeT Ha3al, craja
MPUYUHON OTKAa3a MPUHATH T€Os HA paldoTy.

KomMmeHTapuu, pasmenienrue TBOUxX (otorpaduil U Apyrue IEeHCTBHS MOTYT
HE MCYE3HYTh Ja)Xe II0CJE€ TOro, Kak Thl MX yAaaumb. Thl HE 3HaEIIb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JU OHAa B IIOMCKOBBIE CUCTEMBI H
COXpaHWJach JU OHA, a TJAaBHOE: YTO MOJyMaroT O TeOe OKpY’Karolue JIIOIu,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTh nH(OpMaIMio MHOTO JIET CITYyCTS CMOYKET
100011 - KaKk U3 H00phIX OOYXKACHHM, TaK U C HAMEPEHHEM TPUYUHUTH Bped. ITO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI IO 3aIIUTE UPPOBOI pEIyTaIUU:

1. [Togymaii, mpexxae yeM 4To-To MyOJMKOBATh U MepeaBarh y ceds B Onore
WA B COIMAJILHOM CETH;

2. B mnactpoiikax npo¢uisi yCTaHOBM OIPAHMYEHHUS Ha MPOCMOTP TBOETO
npoduIsi ¥ €ro COJAECPAKUMOro, cliesiail ero ToJabKo "1 Apy3eit”;

3. He pa3memait u He yKka3bpiBail HH(POpPMAIIMIO, KOTOpasi MOXKET KOTr0-JM00
OCKOPOJISTH WJIH OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE NIKOJbHUKH - AaKTUBHBIE TIOJIb30BaTeNd  HU(PPOBOTO
npoctpancTBa. OMHAKO Jajieko HE BCE 3HAIOT, YTO TMOJIH30BAHUE MHOTHUMHU
BO3MOXHOCTSIMH  IippoBoro  mMupa  TpeOyeT coOmomeHHss TpaB  Ha
WHTEJUICKTYalIbHYI0 COOCTBEHHOCTb.



Tepmun "WHTENNEKTyalbHas COOCTBEHHOCTH"' OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HAyMHasi C HOBBIX H300pETEHHIl U 3HAKOB,
0003HayaloMKX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KUHOQUIEMaMH U MY3bIKaJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHE MpaBa - 3TO NpPaBa HA HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TpyZ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBEAJIMBBIE BO3MOXHOCTH 3apaloTaTh Ha
pe3ysibTaTax CBOEr0 TpyAd, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIPOHU3BOAMTH €r0  IPOU3BEACHHUE,
pacnpocTpaHsATh, MyOJIWYHO JEMOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHPOBATH,
MycKaTh B MPOKAaT, MyOJIMYHO HCIONHSATH, MOKA3bIBATH/UCHIONHATE B ddUpE WIU
pasmemats B MHTEpHETE.

Hcnonb3oBanue "MupaTckoro’ mporpaMMHOT0 00eCiedeHUs MOYKET IPUBECTH
K MHOTHM PHCKaM: OT IOTE€PH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKU TBOETO
YCTPOWMCTBA, TAE YCTAHOBJICHA HeJeTalbHass IporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JieTaJbHbIE W OECIJIaTHBIE MNPOrpaMMBbl, KOTOpPbIC
MO’KHO HAaWTH B CETH.

O nopraJe

CeteBUUOK.p( - TBOM I'JIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETU TMOHSTHBIM M JIOCTYIIHBIM SI3bIKOM, & TIPH BO3HUKHOBEHHUH
KPUTUYECKON CHUTyalluu OOpAaTHTHCS 3a COBETOM. A TaKXe MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(POBBIM IpaskIaHUHOM !



